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Absence of Anti-CSRF Tokens

Application Error Disclosure
Content Security Policy (CSP) Header Not Set

Missing Anti-clickjacking Header
Vulnerable JS Library
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Cookie Without Secure Flag

Cookie without SameSite Attribute

Information Disclosure - Debug Error Messages
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HTTP Response Header Field
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Re-examine Cache-control Directives
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No Anti-CSRF tokens were found in a HTML submission form.

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP
request to a target destination without their knowledge or intent in order to perform an
action as the victim. The underlying cause is application functionality using predictable URL



/form actions in a repeatable way. The nature of the attack is that CSRF exploits the trust
that a web site has for a user. By contrast, cross-site scripting (XSS) exploits the trust that a
user has for a web site. Like XSS, CSRF attacks are not necessarily cross-site, but they
can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session
riding, confused deputy, and sea surf.

CSREF attacks are effective in a number of situations, including:

Description
* The victim has an active session on the target site.
* The victim is authenticated via HTTP auth on the target site.
* The victim is on the same local network as the target site.
CSRF has primarily been used to perform an action against a target site using the victim's
privileges, but recent techniques have been discovered to disclose information by gaining
access to the response. The risk of information disclosure is dramatically increased when
the target site is vulnerable to XSS, because XSS can be used as a platform for CSRF,
allowing the attack to operate within the bounds of the same-origin policy.
URL https://ga.cloud.germainapm.com/germainapm/console/js/utils/html.js
Method GET
Attack
Evidence <form/>
Instances 1
Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to occur or provides
constructs that make this weakness easier to avoid.
For example, use anti-CSRF packages such as the OWASP CSRFGuard.
Phase: Implementation
Ensure that your application is free of cross-site scripting issues, because most CSRF
defenses can be bypassed using attacker-controlled script.
Phase: Architecture and Design
Generate a unique nonce for each form, place the nonce into the form, and verify the nonce
upon receipt of the form. Be sure that the nonce is not predictable (CWE-330).
Solution Note that this can be bypassed using XSS.
Identify especially dangerous operations. When the user performs a dangerous operation,
send a separate confirmation request to ensure that the user intended to perform that
operation.
Note that this can be bypassed using XSS.
Use the ESAPI Session Management control.
This control includes a component for CSRF.
Do not use the GET method for any request that triggers a state change.
Phase: Implementation
Check the HTTP Referer header to see if the request originated from an expected page.
This could break legitimate functionality, because users or proxies may have disabled
sending the Referer for privacy reasons.
Reference http://projects.webappsec.org/Cross-Site-Request-Forgery

http://cwe.mitre.org/data/definitions/352.html
CWE Id 352



https://qa.cloud.germainapm.com/germainapm/console/js/utils/html.js
http://projects.webappsec.org/Cross-Site-Request-Forgery
http://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/352.html
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This page contains an error/warning message that may disclose sensitive information like
the location of the file that produced the unhandled exception. This information can be used
to launch further attacks against the web application. The alert could be a false positive if
the error message is found inside a documentation page.

https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringClient.
webUxMonitoringProfiles

GET

Internal Server Error
https://qa.cloud.germainapm.com/config/config/germain.apm.templates

GET

Internal Server Error
https://ga.cloud.germainapm.com/config/config/germain.apm.workspace.dashboards

GET

MySQL Error

https://ga.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.
webUxMonitoringProfiles

GET

Internal Server Error
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.templates

GET

Internal Server Error
https://ga.cloud.germainapm.com/config/config/shallow/germain.apm.workspace.wizards/1

GET

MySQL Error
6

Review the source code of this page. Implement custom error pages. Consider
implementing a mechanism to provide a unique error reference/identifier to the client
(browser) while logging the details on the server side and not exposing them to the user.

20
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Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks.


https://www.zaproxy.org/docs/alerts/10202/
https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/germain.apm.templates
https://qa.cloud.germainapm.com/config/config/germain.apm.workspace.dashboards
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.templates
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.workspace.wizards/1
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/90022/

These attacks are used for everything from data theft to site defacement or distribution of

Description malware. CSP provides a set of standard HTTP headers that allow website owners to
declare approved sources of content that browsers should be allowed to load on that page
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable
objects such as Java applets, ActiveX, audio and video files.
URL http://monitor.germainapm.com/ingestion/
Method GET
Attack
Evidence
URL https://monitor.germainapm.com
Method GET
Attack
Evidence
URL https://monitor.germainapm.com/
Method GET
Attack
Evidence
URL https://monitor.germainapm.com/germainapm/workspace/app/
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/
Method GET
Attack
Evidence
URL https://qa.cloud.germainapm.com/germainapm/console/
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/console/s/
Method GET
Attack
Evidence
URL httos://aa.cloud.qermainap_m.com/qermainaom/console/s/?
elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%
3D+hash+%40%3E
Method GET
Attack

Evidence



http://monitor.germainapm.com/ingestion/
https://monitor.germainapm.com
https://monitor.germainapm.com/
https://monitor.germainapm.com/germainapm/workspace/app/
https://qa.cloud.germainapm.com/
https://qa.cloud.germainapm.com/germainapm/console/
https://qa.cloud.germainapm.com/germainapm/console/s/
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
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https://ga.cloud.germainapm.com/germainapm/console/s/validation/index.jsp

GET

https://ga.cloud.germainapm.com/germainapm/workspace/

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/

GET

12

Ensure that your web server, application server, load balancer, etc. is configured to set the
Content-Security-Policy header, to achieve optimal browser support: "Content-Security-
Policy" for Chrome 25+, Firefox 23+ and Safari 7+, "X-Content-Security-Policy" for Firefox
4.0+ and Internet Explorer 10+, and "X-WebKit-CSP" for Chrome 14+ and Safari 6+.

https://developer.mozilla.org/en-US/docs/Web/Security/ CSP
/Introducing_Content_Security Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content Security Policy Cheat Sheet.html

http://www.w3.0rg/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.htmlI5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy

http://content-security-policy.com/

693

The response does not include either Content-Security-Policy with 'frame-ancestors'
directive or X-Frame-Options to protect against 'ClickJacking' attacks.

https://monitor.germainapm.com

GET

https://monitor.germainapm.com/

GET

https://monitor.germainapm.com/germainapm/workspace/app/

GET

https://ga.cloud.germainapm.com/

GET


https://qa.cloud.germainapm.com/germainapm/console/s/validation/index.jsp
https://qa.cloud.germainapm.com/germainapm/workspace/
https://qa.cloud.germainapm.com/germainapm/workspace/app/
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
http://www.w3.org/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy
http://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
https://monitor.germainapm.com
https://monitor.germainapm.com/
https://monitor.germainapm.com/germainapm/workspace/app/
https://qa.cloud.germainapm.com/
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https://ga.cloud.germainapm.com/germainapm/console/

GET

https://ga.cloud.germainapm.com/germainapm/console/s/

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?
elementName=7ZAP&aqualifiedName=%3C%40%3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%
3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/workspace/

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/

GET

10
Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP
headers. Ensure one of them is set on all web pages returned by your site/app.

If you expect the page to be framed only by pages on your server (e.g. it's part of a
FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page
to be framed, you should use DENY. Alternatively consider implementing Content Security
Policy's "frame-ancestors” directive.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
1021

15

10020

The identified library jquery, version 1.10.1 is vulnerable.

https://qa.cloud.germainapm.com/germainapm/console/js/lib/jguery-1.10.1.min.js

GET


https://qa.cloud.germainapm.com/germainapm/console/
https://qa.cloud.germainapm.com/germainapm/console/s/
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/workspace/
https://qa.cloud.germainapm.com/germainapm/workspace/app/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cwe.mitre.org/data/definitions/1021.html
https://www.zaproxy.org/docs/alerts/10020/
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js
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jquery-1.10.1.min.js

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js
GET

/*! jQuery Ul - v1.10.3

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
GET

jquery.validate-1.11.1.min.js
3
Please upgrade to the latest version of jquery.

https://github.com/jquery/jquery/issues/2432
http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/
http://research.insecurelabs.org/jquery/test/
https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/

https://nvd.nist.gov/vuln/detail/ CVE-2019-11358

https://nvd.nist.gov/vuln/detail/ CVE-2015-9251
https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619blb
https://bugs.jquery.com/ticket/11974
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/

829

10003

Application Error Disclosure

This page contains an error/warning message that may disclose sensitive information like
the location of the file that produced the unhandled exception. This information can be used
to launch further attacks against the web application. The alert could be a false positive if
the error message is found inside a documentation page.

https://monitor.germainapm.com/ingestion/static/check
GET

HTTP/1.1 500
1

Review the source code of this page. Implement custom error pages. Consider
implementing a mechanism to provide a unique error reference/identifier to the client
(browser) while logging the details on the server side and not exposing them to the user.

N
o

Cookie Without Secure Flag

A cookie has been set without the secure flag, which means that the cookie can be
accessed via unencrypted connections.

https://monitor.germainapm.com

GET



https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
https://github.com/jquery/jquery/issues/2432
http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/
http://research.insecurelabs.org/jquery/test/
https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
https://nvd.nist.gov/vuln/detail/CVE-2015-9251
https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619b1b
https://bugs.jquery.com/ticket/11974
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10003/
https://monitor.germainapm.com/ingestion/static/check
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/90022/
https://monitor.germainapm.com
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Set-Cookie: JISESSIONID

https://monitor.germainapm.com/

GET

Set-Cookie: JSESSIONID

https://ga.cloud.germainapm.com/
GET

Set-Cookie: JSESSIONID
https://ga.cloud.germainapm.com/germainapm/console/

GET

Set-Cookie: JSESSIONID
https://qa.cloud.germainapm.com/authentication/login

POST

Set-Cookie: SESSION
5

Whenever a cookie contains sensitive information or is a session token, then it should
Solution always be passed using an encrypted channel. Ensure that the secure flag is set for
cookies containing such sensitive information.

https://owasp.org/www-project-web-security-testing-guide/v41/4-

Reference Web_Application_Security Testing/06-Session_Management Testing/02-
Testing_for_Cookies_Attributes.html

CWE Id 614

WASC Id 13

Plugin Id 10011

Low Cookie without SameSite Attribute

A cookie has been set without the SameSite attribute, which means that the cookie can be
Description sent as a result of a ‘cross-site' request. The SamesSite attribute is an effective counter
measure to cross-site request forgery, cross-site script inclusion, and timing attacks.

URL https://monitor.germainapm.com
Method GET
Attack
Evidence Set-Cookie: JSESSIONID

URL https://monitor.germainapm.com/
Method GET
Attack
Evidence Set-Cookie: JSESSIONID

URL https://ga.cloud.germainapm.com/
Method GET
Attack

Evidence Set-Cookie: JSESSIONID


https://monitor.germainapm.com/
https://qa.cloud.germainapm.com/
https://qa.cloud.germainapm.com/germainapm/console/
https://qa.cloud.germainapm.com/authentication/login
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://cwe.mitre.org/data/definitions/614.html
https://www.zaproxy.org/docs/alerts/10011/
https://monitor.germainapm.com
https://monitor.germainapm.com/
https://qa.cloud.germainapm.com/
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URL
Method

https://ga.cloud.germainapm.com/germainapm/console/

GET

Set-Cookie: JSESSIONID

4

Ensure that the SamesSite attribute is set to either 'lax' or ideally 'strict' for all cookies.
https://tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site

1275

13

10054

Information Disclosure - Debug Error Messages

The response appeared to contain common error messages returned by platforms such as
ASP.NET, and Web-servers such as IIS and Apache. You can configure the list of common
debug messages.

https://ga.cloud.germainapm.com/config/config/germain.apm.monitoringClient.
webUxMonitoringProfiles

GET

Internal Server Error

https://ga.cloud.germainapm.com/config/config/germain.apm.templates

GET

Internal Server Error

https://ga.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.
webUxMonitoringProfiles

GET

Internal Server Error

https://ga.cloud.germainapm.com/config/config/shallow/germain.apm.templates

GET

Internal Server Error
4

Disable debugging messages before pushing to production.

N
o

Private IP Disclosure

A private IP (such as 10.x.x.x, 172.x.x.x, 192.168.x.x) or an Amazon EC2 private hostname
(for example, ip-10-0-56-78) has been found in the HTTP response body. This information
might be helpful for further attacks targeting internal systems.

https://monitor.germainapm.com/config/agent/lookup/Web%20UX

GET



https://qa.cloud.germainapm.com/germainapm/console/
https://tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site
https://cwe.mitre.org/data/definitions/1275.html
https://www.zaproxy.org/docs/alerts/10054/
https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/germain.apm.templates
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.templates
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10023/
https://monitor.germainapm.com/config/agent/lookup/Web%20UX

Attack

Evidence 10.0.11.26
URL https://ga.cloud.germainapm.com/authentication/session
Method GET
Attack
Evidence ip-10-0-1-157
URL https://ga.cloud.germainapm.com/authentication/session/authenticated
Method GET
Attack
Evidence ip-10-0-1-157
URL https://ga.cloud.germainapm.com/config/config/germain.apm.monitoringConfig.servers
Method GET
Attack
Evidence ip-10-0-1-157
URL https://ga.cloud.germainapm.com/config/config/germain.apm.monitoringNodes
Method GET
Attack
Evidence ip-10-0-1-157
URL httDsf://qa.cIoud.qermainapm.com/confiq/confiq/qermain.aDm.services.authentication.
providers
Method GET
Attack
Evidence 10.0.0.21
URL https://ga.cloud.germainapm.com/config/config/shallow/germain.apm
Method GET
Attack
Evidence ip-10-0-1-157
URL https://ga.cloud.germainapm.com/config/note
Method GET
Attack
Evidence 172.18.0.1
URL https://ga.cloud.germainapm.com/query/connections
Method POST
Attack
Evidence 10.0.1.5
URL https://ga.cloud.germainapm.com/query/realtime
Method POST
Attack
Evidence ip-10-0-1-157
URL https://ga.cloud.germainapm.com/query/realtime/batch/grouped

Method POST


https://qa.cloud.germainapm.com/authentication/session
https://qa.cloud.germainapm.com/authentication/session/authenticated
https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringConfig.servers
https://qa.cloud.germainapm.com/config/config/germain.apm.monitoringNodes
https://qa.cloud.germainapm.com/config/config/germain.apm.services.authentication.providers
https://qa.cloud.germainapm.com/config/config/germain.apm.services.authentication.providers
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/query/connections
https://qa.cloud.germainapm.com/query/realtime
https://qa.cloud.germainapm.com/query/realtime/batch/grouped
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Instances
Solution

Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

URL

ip-10-0-1-157
11

Remove the private IP address from the HTTP response body. For comments, use JSP/ASP
/PHP comment instead of HTML/JavaScript comment which can be seen by client browsers.

https://tools.ietf.org/html/rfc1918
200

13

2

Server Leaks Version Information via "Server" HTTP Response Header Field

The web/application server is leaking version information via the "Server" HTTP response
header. Access to such information may facilitate attackers identifying other vulnerabilities
your web/application server is subject to.

http://monitor.germainapm.com/ingestion/

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/config

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/config/agent
GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/config/agent/lookup
GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/config/agent/lookup/Web%20U X

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com



https://tools.ietf.org/html/rfc1918
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/2/
http://monitor.germainapm.com/ingestion/
https://monitor.germainapm.com
https://monitor.germainapm.com/
https://monitor.germainapm.com/config
https://monitor.germainapm.com/config/agent
https://monitor.germainapm.com/config/agent/lookup
https://monitor.germainapm.com/config/agent/lookup/Web%20UX
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com
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Attack

Evidence

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

URL

Method
Attack

Evidence

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/germainapm/workspace/app/

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/germainapm/workspace/app/favicon.png

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/germainapm/workspace/app/ijs/build-info.js

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.

is
GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/germainapm/workspace/app/manifest.json

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.

Css
GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.
chunk.css

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

nginx/1.18.0 (Ubuntu)


https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/germainapm/workspace/app/
https://monitor.germainapm.com/germainapm/workspace/app/favicon.png
https://monitor.germainapm.com/germainapm/workspace/app/js/build-info.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/manifest.json
https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.

chunk.js
GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/ingestion

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/ingestion/beacon

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/ingestion/beacon/fact
GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/ingestion/beacon/session

GET

nginx/1.18.0 (Ubuntu)

https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/ingestion/static

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/ingestion/static/check

GET

nginx/1.18.0 (Ubuntu)
https://monitor.germainapm.com/robots.txt

GET

nginx/1.18.0 (Ubuntu)


https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://monitor.germainapm.com/ingestion
https://monitor.germainapm.com/ingestion/beacon
https://monitor.germainapm.com/ingestion/beacon/fact
https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi
https://monitor.germainapm.com/ingestion/beacon/session
https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
https://monitor.germainapm.com/ingestion/static
https://monitor.germainapm.com/ingestion/static/check
https://monitor.germainapm.com/robots.txt

URL https://monitor.germainapm.com/sitemap.xml
Method GET
Attack
Evidence nginx/1.18.0 (Ubuntu)
URL httns://moni;or.qermainaDm.com/confiq/aqer_1t/|ookup/Web%ZOUX/qa.cIoud.qermainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
Method OPTIONS
Attack
Evidence nginx/1.18.0 (Ubuntu)
URL https://monitor.germainapm.com/ingestion/beacon/fact
Method POST
Attack
Evidence nginx/1.18.0 (Ubuntu)
URL https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi
Method POST
Attack
Evidence nginx/1.18.0 (Ubuntu)
URL https://monitor.germainapm.com/ingestion/beacon/session
Method POST
Attack
Evidence nginx/1.18.0 (Ubuntu)
URL https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
Method POST
Attack
Evidence nginx/1.18.0 (Ubuntu)
URL https://monitor.germainapm.com/ingestion/static/check
Method POST
Attack
Evidence nginx/1.18.0 (Ubuntu)
Instances 34
Solution Ensure that y<'?ur web"server, applicat_ion server, load _balancer, etc. is configured to
suppress the "Server" header or provide generic details.
http://httpd.apache.org/docs/current/mod/core.html#servertokens
http://msdn.microsoft.com/en-us/library/ff648552.aspx#ht_urlscan_007
Reference http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-
headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html
CWE Id 200
WASC Id 13
Plugin Id 10036
Low Strict-Transport-Security Header Not Set
HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web
Description server declares that complying user agents (such as a web browser) are to interact with it

using only secure HTTPS connections (i.e. HTTP layered over TLS/SSL). HSTS is an IETF
standards track protocol and is specified in RFC 6797.


https://monitor.germainapm.com/sitemap.xml
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/ingestion/beacon/fact
https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi
https://monitor.germainapm.com/ingestion/beacon/session
https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
https://monitor.germainapm.com/ingestion/static/check
http://httpd.apache.org/docs/current/mod/core.html#servertokens
http://msdn.microsoft.com/en-us/library/ff648552.aspx#ht_urlscan_007
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10036/
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Attack

Evidence
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Attack

Evidence

URL

Method

Attack

Evidence
URL

Method

Attack

https://monitor.germainapm.com

GET

https://monitor.germainapm.com/
GET

https://monitor.germainapm.com/germainapm/workspace/app/

GET

https://monitor.germainapm.com/germainapm/workspace/app/favicon.png

GET

https://monitor.germainapm.com/germainapm/workspace/app/js/build-info.js

GET

https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.
is
GET

https://monitor.germainapm.com/germainapm/workspace/app/manifest.json

GET

https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.

CSs

GET

https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.
chunk.css

GET

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET



https://monitor.germainapm.com
https://monitor.germainapm.com/
https://monitor.germainapm.com/germainapm/workspace/app/
https://monitor.germainapm.com/germainapm/workspace/app/favicon.png
https://monitor.germainapm.com/germainapm/workspace/app/js/build-info.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/manifest.json
https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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Attack

Evidence
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Attack

Evidence
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Attack

Evidence
URL

Method

Attack

Evidence
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Attack
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Method

Attack

Evidence
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Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.

chunk.js
GET

https://monitor.germainapm.com/ingestion

GET

https://monitor.germainapm.com/ingestion/beacon

GET

https://monitor.germainapm.com/ingestion/beacon/fact

GET

https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi
GET

https://monitor.germainapm.com/ingestion/beacon/session
GET

https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi

GET

https://monitor.germainapm.com/ingestion/static

GET

https://monitor.germainapm.com/ingestion/static/check

GET

https://ga.cloud.germainapm.com/

GET



https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://monitor.germainapm.com/ingestion
https://monitor.germainapm.com/ingestion/beacon
https://monitor.germainapm.com/ingestion/beacon/fact
https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi
https://monitor.germainapm.com/ingestion/beacon/session
https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
https://monitor.germainapm.com/ingestion/static
https://monitor.germainapm.com/ingestion/static/check
https://qa.cloud.germainapm.com/

Evidence
URL

Method

Attack

Evidence
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Attack

Evidence
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Attack

Evidence
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Attack

Evidence
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Attack

Evidence
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Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

https://ga.cloud.germainapm.com/germainapm/console

GET

https://ga.cloud.germainapm.com/germainapm/console/

GET

https://ga.cloud.germainapm.com/germainapm/console/css/jquery.picadiff.css

GET

https://ga.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap-
responsive.css

GET

https://ga.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap.css
GET

https://ga.cloud.germainapm.com/germainapm/console/css/styles.css
GET

https://ga.cloud.germainapm.com/germainapm/console/img/germain_logo.png

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/backbone-min.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/backbone.bootstrap-modal.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/bootstrap.min.js

GET



https://qa.cloud.germainapm.com/germainapm/console
https://qa.cloud.germainapm.com/germainapm/console/
https://qa.cloud.germainapm.com/germainapm/console/css/jquery.picadiff.css
https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap-responsive.css
https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap-responsive.css
https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap.css
https://qa.cloud.germainapm.com/germainapm/console/css/styles.css
https://qa.cloud.germainapm.com/germainapm/console/img/germain_logo.png
https://qa.cloud.germainapm.com/germainapm/console/js/lib/backbone-min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/backbone.bootstrap-modal.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/bootstrap.min.js
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Evidence
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https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff match patch.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/diff
[diff_match_patch_extended.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/diff/picadiff.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js
GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/underscore-min.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore.string.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/models/breadcrumb.model.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/models/configmetadata.model.js

GET



https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch_extended.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch_extended.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/picadiff.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore-min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore.string.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/breadcrumb.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configmetadata.model.js
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Evidence

https://ga.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/models/configtypemeta.model.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/router.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/APMconfig.js
GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/feedback.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/utils/html.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/viewutils.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/breadcrumb.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js

GET


https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configtypemeta.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/router.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/APMconfig.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/feedback.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/html.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/viewutils.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/breadcrumb.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

URL

Method
Attack

Evidence

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

https://ga.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.compare.view.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.diff.view.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.restclient.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.revert.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/notfound.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/s/

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?
elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%
3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/console/s/validation/index.jsp

GET


https://qa.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.compare.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.diff.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.restclient.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.revert.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/notfound.view.js
https://qa.cloud.germainapm.com/germainapm/console/s/
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/validation/index.jsp
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https://ga.cloud.germainapm.com/germainapm/workspace

GET

https://ga.cloud.germainapm.com/germainapm/workspace/

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/favicon.png

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/build-info.js

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.

is
GET

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.css

GET

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.nls.js

GET



https://qa.cloud.germainapm.com/germainapm/workspace
https://qa.cloud.germainapm.com/germainapm/workspace/
https://qa.cloud.germainapm.com/germainapm/workspace/app/
https://qa.cloud.germainapm.com/germainapm/workspace/app/favicon.png
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/build-info.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js

Attack

Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/loader.js
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/manifest.json
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.
css
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.
chunk.css
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
Method GET
Attack
Evidence
URL https://.ga.cloud.germainapm.com/germainapm/workspace/app/static/'s/main.84e9d08d.
chunk.js
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-brands-400.
ed3llc7a.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-regular-400.
b91d376b.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-solid-900.
d824df7e.woff2
Method GET
Attack

Evidence


https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/loader.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/manifest.json
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-brands-400.ed311c7a.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-brands-400.ed311c7a.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-regular-400.b91d376b.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-regular-400.b91d376b.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-solid-900.d824df7e.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-solid-900.d824df7e.woff2
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Instances

Solution

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
400.33543c5c.woff2

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
400italic.b61a9055.woff2

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
600.819af3d3.woff2

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
700.0edb7628.woff2

GET

https://monitor.germainapm.com/ingestion/beacon/fact

POST

https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi

POST

https://monitor.germainapm.com/ingestion/beacon/session

POST

https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
POST

https://monitor.germainapm.com/ingestion/static/check
POST

88

Ensure that your web server, application server, load balancer, etc. is configured to enforce
Strict-Transport-Security.


https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400.33543c5c.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400.33543c5c.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400italic.b61a9055.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400italic.b61a9055.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-600.819af3d3.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-600.819af3d3.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-700.0edb7628.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-700.0edb7628.woff2
https://monitor.germainapm.com/ingestion/beacon/fact
https://monitor.germainapm.com/ingestion/beacon/fact/?src=beaconapi
https://monitor.germainapm.com/ingestion/beacon/session
https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
https://monitor.germainapm.com/ingestion/static/check
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https://cheatsheetseries.owasp.org/cheatsheets
[HTTP_Strict Transport Security Cheat Sheet.html
https://owasp.org/www-community/Security Headers
http://en.wikipedia.org/wiki/HTTP_Strict Transport Security
http://caniuse.com/stricttransportsecurity
http://tools.ietf.org/html/rfc6797

319

10035

Timestamp Disclosure - Unix

A timestamp was disclosed by the application/web server - Unix

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1359893119

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1363258195

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1396182291

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1398893684

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1426881987

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1431655765

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.

com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
GET

1432725776


https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://owasp.org/www-community/Security_Headers
http://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
http://caniuse.com/stricttransportsecurity
http://tools.ietf.org/html/rfc6797
https://cwe.mitre.org/data/definitions/319.html
https://www.zaproxy.org/docs/alerts/10035/
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
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https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1467031594

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1476395008

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1476395009

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1495990901

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1501505948

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1508970993

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1518500249

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1522805485

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1537002063


https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
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https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1541459225

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1546045734

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1548603684

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1549556828

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1555081692

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1575990012

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1595750129

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1607167915

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1610612736


https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
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https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1610612737

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1653473432

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1654270250

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1671715886

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1694076839

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1695183700

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1701076831

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1731405415

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1732584193


https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1744830464

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1744830465

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1747873779

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1750603025

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1779033703

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1816402316

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1836072691

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1856431235

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1859775393


https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
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https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1879048192

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1879048193

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1894007588

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1899447441

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/ga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1914138554

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1925078388

https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1955562222

https://monitor.germainapm.com/config/agent/lookup/Web%20U X/qga.cloud.germainapm.
com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace

GET

1986661051

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1416354905

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js



https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/config/agent/lookup/Web%20UX/qa.cloud.germainapm.com/Germain%20APM%20Workspace?profile=Germain%20APM%20Workspace
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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GET

1433087999
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1444681467
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1473231341
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1502002290
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1530992060
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1540483477

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1560198380

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
GET

1604231423

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
GET

1687547391
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1700485571
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET



https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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1714657791
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1724754687
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GET

1925078388

https://ga.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.

webUxMonitoringProfiles

GET

1955562222

https://ga.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.

webUxMonitoringProfiles
GET

1986661051

https://ga.cloud.germainapm.com/config/note
GET

1363383919
https://ga.cloud.germainapm.com/config/note

GET

1364686800
https://ga.cloud.germainapm.com/config/note

GET

1377472983
https://ga.cloud.germainapm.com/config/note

GET

1381797642
https://ga.cloud.germainapm.com/config/note

GET

1424401639
https://ga.cloud.germainapm.com/config/note

GET

1453145669

https://ga.cloud.germainapm.com/config/note

GET

1459532379

https://ga.cloud.germainapm.com/config/note



https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/config/shallow/germain.apm.monitoringClient.webUxMonitoringProfiles
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
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GET

1462062004
https://ga.cloud.germainapm.com/config/note

GET

1485414607
https://ga.cloud.germainapm.com/config/note

GET

1497943104
https://ga.cloud.germainapm.com/config/note

GET

1507851573
https://ga.cloud.germainapm.com/config/note

GET

1509052467
https://ga.cloud.germainapm.com/config/note

GET

1552491104

https://ga.cloud.germainapm.com/config/note

GET

1618171350

https://ga.cloud.germainapm.com/config/note
GET

1625417043
https://ga.cloud.germainapm.com/config/note

GET

1636495034
https://ga.cloud.germainapm.com/config/note

GET

1651649133
https://ga.cloud.germainapm.com/config/note

GET



https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
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1652436407
https://ga.cloud.germainapm.com/config/note

GET

1652781973

https://ga.cloud.germainapm.com/config/note

GET

1652880463

https://ga.cloud.germainapm.com/config/note

GET

1652935359

https://ga.cloud.germainapm.com/config/note
GET

1653454301
https://ga.cloud.germainapm.com/config/note

GET

1653473432
https://ga.cloud.germainapm.com/config/note

GET

1653894537
https://ga.cloud.germainapm.com/config/note

GET

1654842124
https://ga.cloud.germainapm.com/config/note

GET

1655883543
https://ga.cloud.germainapm.com/config/note

GET

1657711680

https://ga.cloud.germainapm.com/config/note

GET


https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
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1657889610
https://ga.cloud.germainapm.com/config/note

GET

1659423291
https://ga.cloud.germainapm.com/config/note

GET

1659601136
https://ga.cloud.germainapm.com/config/note

GET

1660904339
https://ga.cloud.germainapm.com/config/note

GET

1661240280
https://ga.cloud.germainapm.com/config/note

GET

1661462205
https://ga.cloud.germainapm.com/config/note

GET

1661941040

https://ga.cloud.germainapm.com/config/note

GET

1661947333

https://ga.cloud.germainapm.com/config/note
GET

1663104443
https://ga.cloud.germainapm.com/config/note

GET

1663328795
https://ga.cloud.germainapm.com/config/note

GET

1664793007


https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

URL

https://ga.cloud.germainapm.com/config/note

GET

1666103485
https://ga.cloud.germainapm.com/config/note

GET

1666340181
https://ga.cloud.germainapm.com/config/note

GET

1666979070

https://ga.cloud.germainapm.com/config/note

GET

1671715886

https://ga.cloud.germainapm.com/config/note
GET

1683567737
https://ga.cloud.germainapm.com/config/note

GET

1684939115
https://ga.cloud.germainapm.com/config/note

GET

1721774327
https://ga.cloud.germainapm.com/config/note

GET

1725763707
https://ga.cloud.germainapm.com/config/note

GET

1729552769
https://ga.cloud.germainapm.com/config/note

GET

1754088393

https://ga.cloud.germainapm.com/config/note



https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
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GET

1758666065
https://ga.cloud.germainapm.com/config/note

GET

1776375065
https://ga.cloud.germainapm.com/config/note

GET

1783231956
https://ga.cloud.germainapm.com/config/note

GET

1793523779
https://ga.cloud.germainapm.com/config/note

GET

1825671276
https://ga.cloud.germainapm.com/config/note

GET

1835629619
https://ga.cloud.germainapm.com/config/note

GET

1859214114

https://ga.cloud.germainapm.com/config/note

GET

1862321561

https://ga.cloud.germainapm.com/config/note
GET

1866887380
https://ga.cloud.germainapm.com/config/note

GET

1928644885
https://ga.cloud.germainapm.com/config/note

GET



https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
https://qa.cloud.germainapm.com/config/note
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1963832261

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

1518500249

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

1732584193

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

1859775393

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

1518500249

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

1732584193

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

1859775393

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
GET

1416354905

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1433087999

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1444681467


https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1473231341
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1502002290

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1530992060

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1540483477

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
GET

1560198380
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1604231423
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1687547391
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1700485571
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1714657791
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1724754687

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js



https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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GET

1732584193
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1732584194
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1735328473
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1768516095
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1770035416
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1784335871
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1804477439

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1804603682

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
GET

1839030562
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1873313359
https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET



https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
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Solution

Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Attack
Evidence
URL
Method
Attack
Evidence
URL
Method
Attack
Evidence
URL
Method
Attack

1887473919

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1894986606

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1926607734

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

1958414417
276

Manually confirm that the timestamp data is not sensitive, and that the data cannot be
aggregated to disclose exploitable patterns.

http://projects.webappsec.org/w/page/13246936/Information%20L eakage
200

10096

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response
body, potentially causing the response body to be interpreted and displayed as a content
type other than the declared content type. Current (early 2014) and legacy versions of
Firefox will use the declared content type (if one is set), rather than performing MIME-
sniffing.

https://monitor.germainapm.com

GET

https://monitor.germainapm.com/

GET

https://monitor.germainapm.com/germainapm/workspace/app/

GET

https://monitor.germainapm.com/germainapm/workspace/app/favicon.png

GET


https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
http://projects.webappsec.org/w/page/13246936/Information%20Leakage
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10096/
https://monitor.germainapm.com
https://monitor.germainapm.com/
https://monitor.germainapm.com/germainapm/workspace/app/
https://monitor.germainapm.com/germainapm/workspace/app/favicon.png
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https://monitor.germainapm.com/germainapm/workspace/app/js/build-info.js

GET

https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.

is
GET

https://monitor.germainapm.com/germainapm/workspace/app/manifest.json

GET

https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.

Css
GET

https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d231 9f.
chunk.css

GET

https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

GET

https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.
chunk.js

GET

https://ga.cloud.germainapm.com/

GET

https://ga.cloud.germainapm.com/germainapm/console/

GET

https://ga.cloud.germainapm.com/germainapm/console/css/jquery.picadiff.css

GET


https://monitor.germainapm.com/germainapm/workspace/app/js/build-info.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/manifest.json
https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/
https://qa.cloud.germainapm.com/germainapm/console/
https://qa.cloud.germainapm.com/germainapm/console/css/jquery.picadiff.css
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https://ga.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap-
responsive.css

GET

https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap.css

GET

https://qa.cloud.germainapm.com/germainapm/console/css/styles.css

GET

https://ga.cloud.germainapm.com/germainapm/console/img/germain_logo.png

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/backbone-min.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/backbone.bootstrap-modal.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/bootstrap.min.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff match_patch.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/diff
[diff_match_patch_extended.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/diff/picadiff.js

GET


https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap-responsive.css
https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap-responsive.css
https://qa.cloud.germainapm.com/germainapm/console/css/lib/bootstrap/bootstrap.css
https://qa.cloud.germainapm.com/germainapm/console/css/styles.css
https://qa.cloud.germainapm.com/germainapm/console/img/germain_logo.png
https://qa.cloud.germainapm.com/germainapm/console/js/lib/backbone-min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/backbone.bootstrap-modal.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/bootstrap.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch_extended.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch_extended.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/picadiff.js
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https://qa.cloud.germainapm.com/germainapm/console/js/lib/jguery-1.10.1.min.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/lib/jguery.validate-1.11.1.min.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/underscore-min.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/lib/underscore.string.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/models/breadcrumb.model.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/models/configmetadata.model.js
GET

https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/models/configtypemeta.model.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/router.js

GET



https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore-min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore.string.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/breadcrumb.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configmetadata.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configtypemeta.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/router.js
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https://ga.cloud.germainapm.com/germainapm/console/js/utils/APMconfig.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/feedback.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/html.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/utils.js
GET

https://ga.cloud.germainapm.com/germainapm/console/js/utils/viewutils.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/breadcrumb.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.compare.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.diff.view.js

GET


https://qa.cloud.germainapm.com/germainapm/console/js/utils/APMconfig.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/feedback.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/html.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/viewutils.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/breadcrumb.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.compare.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.diff.view.js
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https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.restclient.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.revert.view.js

GET

https://qa.cloud.germainapm.com/germainapm/console/js/views/notfound.view.js

GET

https://ga.cloud.germainapm.com/germainapm/console/s/

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?

elementName=ZAP&aqualifiedName=%3C%40%3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%

3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/workspace/

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/favicon.png

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/build-info.js

GET


https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.restclient.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.revert.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/notfound.view.js
https://qa.cloud.germainapm.com/germainapm/console/s/
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/workspace/
https://qa.cloud.germainapm.com/germainapm/workspace/app/
https://qa.cloud.germainapm.com/germainapm/workspace/app/favicon.png
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/build-info.js
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URL

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.

is
GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
[worker/workerMain.js

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.css

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/ijs/imonaco/min/vs/editor
[editor.main.nls.js

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/is/monaco/min/vs/loader.js
GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/manifest.json

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.
CSs

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.

chunk.css

GET

https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js



https://qa.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/loader.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/manifest.json
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/2.04452ca8.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/css/main.e7d2319f.chunk.css
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js

Method GET

Attack
Evidence
URL https://ga.cloud.qermainapm.com/qermainaDm/worksDace/aDD/static/is/main.84e9d08d.
chunk.js
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-brands-400.
ed311c7a.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-regular-400.
b91d376b.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-solid-900.
d824df7e.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
400.33543c5c.woff2
Method GET
Attack
Evidence
URL httn_s://_qa.cloud.qermainaom.com/qermainanm/worksnace/ano/static/media/onen—sans-latin-
400italic.b61a9055.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
600.819af3d3.woff2
Method GET
Attack
Evidence
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-
700.0edb7628.woff2
Method GET
Attack
Evidence
URL https://monitor.germainapm.com/ingestion/beacon/session

Method POST


https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-brands-400.ed311c7a.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-brands-400.ed311c7a.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-regular-400.b91d376b.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-regular-400.b91d376b.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-solid-900.d824df7e.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/fa-solid-900.d824df7e.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400.33543c5c.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400.33543c5c.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400italic.b61a9055.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-400italic.b61a9055.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-600.819af3d3.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-600.819af3d3.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-700.0edb7628.woff2
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/media/open-sans-latin-700.0edb7628.woff2
https://monitor.germainapm.com/ingestion/beacon/session

Attack

Evidence
URL https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
Method POST
Attack
Evidence
URL https://monitor.germainapm.com/ingestion/static/check
Method POST
Attack
Evidence
Instances 75
Ensure that the application/web server sets the Content-Type header appropriately, and
that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.
SOILiET If possible, ensure that the end user uses a standards-compliant and modern web browser
that does not perform MIME-sniffing at all, or that can be directed by the web application
/web server to not perform MIME-sniffing.
Reference http:/{msdn.microsoft.com/en-us{librarv/ig/00622941%28v:vs.85%29.asox
https://owasp.org/www-community/Security Headers
CWE Id 693
WASC Id 15
Plugin Id 10021

Informational Information Disclosure - Suspicious Comments

The response appears to contain suspicious comments which may help an attacker. Note:

DEEE| A, Matches made within script blocks or files are against the entire content not only comments.
URL _httos://monitor.qermainanm.com/qermainanm/worksnace/aDD/is/qermainaom-webux-aqent.
is
Method GET
Attack
Evidence from
URL https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
Method GET
Attack
Evidence todo
URL httos://monitor.qermainanm.com/qermainapm/worksnace/ano/static/is/main.84e9d08d.
chunk.js
Method GET
Attack
Evidence TODO
https://ga.cloud.germainapm.com/config/download/file/agents%7Cwebux%7Cgermainapm.
URL js?appName=%24%7BappName%7D&defaultProfileName=%24%7BdefaultProfileName%
7D
Method GET
Attack

Evidence from


https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
https://monitor.germainapm.com/ingestion/static/check
http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://owasp.org/www-community/Security_Headers
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10021/
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://monitor.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/config/download/file/agents%7Cwebux%7Cgermainapm.js?appName=%24%7BappName%7D&defaultProfileName=%24%7BdefaultProfileName%7D
https://qa.cloud.germainapm.com/config/download/file/agents%7Cwebux%7Cgermainapm.js?appName=%24%7BappName%7D&defaultProfileName=%24%7BdefaultProfileName%7D
https://qa.cloud.germainapm.com/config/download/file/agents%7Cwebux%7Cgermainapm.js?appName=%24%7BappName%7D&defaultProfileName=%24%7BdefaultProfileName%7D

URL
Method
Attack
Evidence
URL
Method
Attack
Evidence
URL
Method
Attack

Evidence

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

https://ga.cloud.germainapm.com/germainapm/console/js/lib/backbone-min.js

GET

select
https://ga.cloud.germainapm.com/germainapm/console/js/lib/backbone.bootstrap-modal.js

GET

from
https://ga.cloud.germainapm.com/germainapm/console/js/lib/bootstrap.min.js

GET

query

https://ga.cloud.germainapm.com/germainapm/console/js/lib/diff
[diff_match patch_extended.js

GET

where
https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js

GET

select

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jqguery-1.10.1.min.js

GET

username

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js

GET

select

https://ga.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
GET

select
https://ga.cloud.germainapm.com/germainapm/console/js/lib/underscore-min.js

GET

select
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore.string.js

GET

from


https://qa.cloud.germainapm.com/germainapm/console/js/lib/backbone-min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/backbone.bootstrap-modal.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/bootstrap.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch_extended.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/diff/diff_match_patch_extended.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-1.10.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery-ui-1.10.3.custom.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/jquery.validate-1.11.1.min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore-min.js
https://qa.cloud.germainapm.com/germainapm/console/js/lib/underscore.string.js

URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence

URL

https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js

GET

FIXME
https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js

GET

from
https://ga.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js

GET

TODO
https://ga.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js

GET

user

https://ga.cloud.germainapm.com/germainapm/console/js/models/configtypemeta.model.js

GET

where

https://ga.cloud.germainapm.com/germainapm/console/js/router.js
GET

todo
https://ga.cloud.germainapm.com/germainapm/console/js/utils/APMconfig.js

GET

TODO
https://qa.cloud.germainapm.com/germainapm/console/js/utils/html.js

GET

select
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js

GET

from
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js

GET

select

https://ga.cloud.germainapm.com/germainapm/console/js/utils/utils.js



https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configobject.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/models/configtypemeta.model.js
https://qa.cloud.germainapm.com/germainapm/console/js/router.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/APMconfig.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/html.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js
https://qa.cloud.germainapm.com/germainapm/console/js/utils/utils.js

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

Attack

Evidence
URL

Method

GET

where

https://ga.cloud.germainapm.com/germainapm/console/js/utils/viewutils.js
GET

select

https://ga.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js
GET

from
https://ga.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js

GET

Select
https://ga.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js

GET

TODO
https://ga.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js

GET

User
https://ga.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js

GET

select
https://ga.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js

GET

User

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.compare.view.js

GET

where

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.restclient.view.js
GET

where

https://ga.cloud.germainapm.com/germainapm/console/js/views/modal.revert.view.js
GET


https://qa.cloud.germainapm.com/germainapm/console/js/utils/viewutils.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/configobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/createconfigobject.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.compare.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.restclient.view.js
https://qa.cloud.germainapm.com/germainapm/console/js/views/modal.revert.view.js

Attack

Evidence
URL

Method

Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

where
https://ga.cloud.germainapm.com/germainapm/console/s/

GET

select

https://ga.cloud.germainapm.com/germainapm/console/s/?
elementName=ZAP&aqualifiedName=%3C%40%3D+hash+%40%3E

GET

select

https://ga.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%
3D+hash+%40%3E

GET

select

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.

is
GET

from

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

bug

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

from

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
/worker/workerMain.js

GET

query

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
[worker/workerMain.js

GET

Select

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base
[worker/workerMain.js

GET



https://qa.cloud.germainapm.com/germainapm/console/s/
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/germainapm-webux-agent.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/base/worker/workerMain.js
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Attack
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Evidence

URL
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Evidence
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Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

User

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

bug

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

from

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

query

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

Select

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

user

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.js

GET

where

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.nls.js

GET

from

https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.nls.js

GET

query

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor
[editor.main.nls.js

GET



https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js

Evidence Select

https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor

URL [editor.main.nls.js
Method GET
Attack
Evidence user
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/loader.js
Method GET
Attack
Evidence from
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
Method GET
Attack
Evidence todo
URL httos://_qa.cloud.qermainaom.com/qermainaom/worksnace/ano/static/is/main.84e9d08d.
chunk.js
Method GET
Attack
Evidence TODO
Instances 57
Solution Remov_e all comments that return information that may help an attacker and fix any
underlying problems they refer to.
Reference
CWE Id 200
WASC Id 13
Plugin Id 10027

Modern Web Application

The application appears to be a modern web application. If you need to explore it

DeEserpien automatically then the Ajax Spider may well be more effective than the standard one.
URL https://monitor.germainapm.com/germainapm/workspace/app/
Method GET
Attack
Evidence <script src="/germainapm/workspace/app/js/germainapm-webux-agent.js"></script>
URL https://ga.cloud.germainapm.com/germainapm/workspace/app/
Method GET
Attack
Evidence <script src="/germainapm/workspace/app/js/germainapm-webux-agent.js"></script>
Instances 2
Solution This is an informational alert and so no changes are required.
Reference
CWE Id
WASC Id

Plugin Id 10109


https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/editor/editor.main.nls.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/js/monaco/min/vs/loader.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/2.9ab5f66e.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://qa.cloud.germainapm.com/germainapm/workspace/app/static/js/main.84e9d08d.chunk.js
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10027/
https://monitor.germainapm.com/germainapm/workspace/app/
https://qa.cloud.germainapm.com/germainapm/workspace/app/
https://www.zaproxy.org/docs/alerts/10109/

Informational

Description

URL
Method
Attack

Evidence

URL
Method
Attack

Evidence

URL
Method
Attack

Evidence

URL
Method
Attack

Evidence

URL
Method
Attack

Evidence

URL
Method
Attack

Evidence

URL
Method
Attack

Evidence

URL

Method
Attack

Evidence

URL

Method
Attack

Evidence

Re-examine Cache-control Directives

The cache-control header has not been set properly or is missing, allowing the browser and
proxies to cache content. For static assets like css, js, or image files this might be intended,
however, the resources should be reviewed to ensure that no sensitive content will be
cached.

https://monitor.germainapm.com

GET

private

https://monitor.germainapm.com/

GET

private
https://monitor.germainapm.com/germainapm/workspace/app/

GET

private
https://monitor.germainapm.com/germainapm/workspace/app/manifest.json

GET

private
https://qa.cloud.germainapm.com/

GET

private
https://ga.cloud.germainapm.com/germainapm/console/

GET

https://ga.cloud.germainapm.com/germainapm/console/s/

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?
elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E

GET

https://ga.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%
3D+hash+%40%3E

GET



https://monitor.germainapm.com
https://monitor.germainapm.com/
https://monitor.germainapm.com/germainapm/workspace/app/
https://monitor.germainapm.com/germainapm/workspace/app/manifest.json
https://qa.cloud.germainapm.com/
https://qa.cloud.germainapm.com/germainapm/console/
https://qa.cloud.germainapm.com/germainapm/console/s/
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?elementName=ZAP&qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E
https://qa.cloud.germainapm.com/germainapm/console/s/?qualifiedName=%3C%40%3D+hash+%40%3E

URL https://ga.cloud.germainapm.com/germainapm/workspace/
Method GET
Attack
Evidence private

URL https://ga.cloud.germainapm.com/germainapm/workspace/app/
Method GET
Attack
Evidence private

URL https://ga.cloud.germainapm.com/germainapm/workspace/app/manifest.json
Method GET
Attack
Evidence private

URL https://monitor.germainapm.com/ingestion/beacon/session
Method POST
Attack
Evidence no-store

URL https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
Method POST
Attack
Evidence no-store

URL https://monitor.germainapm.com/ingestion/static/check
Method POST
Attack
Evidence

Instances 15

For secure content, ensure the cache-control HTTP header is set with "no-cache, no-store,
Solution must-revalidate". If an asset should be cached consider setting the directives "public, max-
age, immutable”.

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management Cheat Sheet.
html#web-content-caching

Reference https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/

CWE I|d 525

WASC Id 13

Plugin Id 10015


https://qa.cloud.germainapm.com/germainapm/workspace/
https://qa.cloud.germainapm.com/germainapm/workspace/app/
https://qa.cloud.germainapm.com/germainapm/workspace/app/manifest.json
https://monitor.germainapm.com/ingestion/beacon/session
https://monitor.germainapm.com/ingestion/beacon/session/?src=beaconapi
https://monitor.germainapm.com/ingestion/static/check
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10015/
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